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Digital 
transformation is key 
to accelerate our 
progress towards 
SDGs..

17 Sustainable Development Goals

169 Targets



Impact of COVID-19

 The COVID-19 pandemic 

poses the risk of increased 

cyberattacks.

 Hackers are targeting 

people's increased 

dependence on digital tools.

 Strategies to maintain 

cybersecurity include 

maintaining good cyber 

hygiene, verifying  sources 

and staying up-to-date on 

official updates.

Source : World Economic Forum 



Impact of COVID-19

Here are three reasons robust cybersecurity measures matter more than ever.

1. A heightened dependency on digital infrastructure raises the cost of failure.

In a pandemic of this scale - with cases of coronavirus reported in more than 150 countries - dependency on digital 
communications multiplies. The Internet has almost instantly become the channel for effective human interaction and 
the primary way we work, contact and support one another.

2. Cybercrime exploits fear and uncertainty

Cybercriminals exploit human weakness to penetrate systemic defences. In a crisis situation, particularly if prolonged, 
people tend to make mistakes they would not have made otherwise. Online, making a mistake in terms of which link you 
click on or who you trust with your data can cost you dearly. The vast majority of cyberattacks - by some estimates, 98% -
deploy social engineering methods.

Source : World Economic Forum 

3. More time online could lead to riskier behaviour

Inadvertently risky Internet behaviour increases with more time spent online. For example, users could fall for “free” 
access to obscure websites or pirated shows, opening the door to likely malware and attacks.



Which Factors have an Impact on Crime?

The COVID-19 pandemic has forced national 

governments and the EU to enact various 

measures to limit the spread of the outbreak, to 

support public health systems, to safeguard the 

economy and to ensure public order and safety.

A number of these measures have a significant 

impact on the serious and organised crime 

landscape as well as the threat from violent 

extremists. To understand the impact of the 

COVID-19 pandemic on the internal security of 

the EU, it is crucial to identify the factors that 

prompt changes in crime and terrorism. 

Source : Europol 



Key Findings on Cyber Crime during COVID-19?

Source : Europol 



Key Findings on Counterfeit & sub-standard goods during COVID-19?

Source : Europol 



Examples of Cybersecurity Scams/ Risks @COVID-19



Impact of COVID-19 on Broadcasting Industry 

 Disruption from COVID-19 is 
changing the value of 
transactional, advertising and 
subscription revenue. 

 These countries currently 
account for around 75% of the 
worldwide pay-TV and OTT 
video revenue. 

 The total retail revenue for 
pay-TV and OTT video services 
in these countries will be 
USD6.5 billion (3.4%) lower in 
2020 than predicted in our 
pre-COVID-19 forecasts. 

 Retail revenue for 2021 will be 
USD3.5 billion (1.8%) lower.The pandemic will reduce the total pay-TV retail revenue by 3.4% in 2020 despite 

strong gains for SVoD and TVoD

Source: Analysys Mason, 2020



Impact and Policy Responses for COVID-19 

Source : UNESCAP



Fostering Regional Cooperation 

Source : UNESCAP 



Cyber Safety Check List 

Source Interpol



Cybersecurity Output Areas

Engagement, awareness building 
and information sharing 

Global Cybersecurity Index

Global, Regional and 
National events

Partnership

Development

Good Practices Sharing

National Cybersecurity 
Assistance

Technical Assistance and 
National Cybersecurity 

Assessment 

National Cybersecurity 
Strategy Assistance

Critical Infrastructure 
Protection Assistance

COP Guidelines

Computer Incident Response 
Team (CIRT) Program

CIRT Readiness 
Assessment

CIRT Design

CIRT Establishment

CIRT Enhancement

Capacity Development

Curricula and Training 
Programs 

Bespoke Training

Regional and National 
Cyberdrills

High-Level Cybersecurity 
Simulations



ITU Global Cybersecurity Index 
GCI is a composite index 
combining 25 indicators into one 
benchmark measure to monitor 
and compare the level of ITU 

Member States’ cybersecurity 
commitment with regard to the 
five pillars identified by the High-
Level Experts and endorsed by the 
GCA.

“GCI is a capacity building 
tool, to support countries to 
improve their national 
cybersecurity”



The reference guide represents a comprehensive one-stop resource 

for countries to gain a clear understanding of the purpose and content 

of a national cybersecurity strategy, as well as actionable guidance for 

how to develop a strategy of their own. The reference guide further lays 

out existing practices, relevant models and resources, as well as offers 

an overview of available assistance from other organizations. An 

accompanying support tool assists evaluation of the strategy.

Reference Guide and evaluation tool were drafted in a democratic 

process among partnering organizations.

National Cybersecurity Strategy (NCS)

The National Cybersecurity Strategies repository is a collection of strategic 

national policies, action plans and other relevant elements which relate to 

cybersecurity. This list or repository is populated and frequently updated with 

documents either acquired through research of primary and secondary 

sources, or provided directly by the respective governments. 

Access the repository via National Cybersecurity Strategies repository.

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx


Regional Cyber Drills 

Enhancing cybersecurity capacity and capabilities through regional 
collaborations and cooperation;1

Enhancing the awareness and the capability of countries to 
participate and to contribute to the development and deployment of a 
strategy of defeating a cyber threat;

2

Strengthening international cooperation between Member States to 
ensure continued collective efforts against cyber threats;3

Enhancing Member States’ and incident response capabilities and 
communication;4

Assisting Member States to develop and implement operational 
procedures to respond better to various cyber incidents, identify 
improvements for future planning CIRT processes and operational 
procedures

5

Date : 23-27 September 2019, 
Kuala Lumpur, Malaysia
Hosted by 

The National Cyber 
Security Agency Malaysia
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The COVID-19 global pandemic saw a huge surge in the number of children joining the online world for the first time, to 
support their studies and maintain social interaction. The constraints caused by the virus also meant that many younger 
children began interacting online much earlier than their parents might have planned.

The pandemic has shown even more how urgent and necessary it is to act jointly to respond to risks and harms for 
children online since children are also often less supervised while online and more self-generated content has been 
produced that could become harmful for children and young people as child sexual abuse material.

The ICT industry is uniquely placed to prevent and mitigate violence against children online starting with education about 
the services they provide. Further Industry need to do more to support the principle of safety-by-design, to be proactive 
in developing strong age-verification systems, and in detecting, blocking and removing illegal and harmful material on 
their platforms, and to report promptly and collaborate fully with law enforcement agencies and hotlines. 

Children and young people will no doubt face a new different reality after the crisis and their future seems uncertain, 
therefore they will have to be part of the solution. 

It is vital that governments across regions provide opportunities for children’s views to be heard and taken into account 
in decision-making processes on the pandemic, through consultation and dialogue. 

Child Online Protection (COP) Initiative
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Technical Note: COVID-19 and its implications for protecting children online   

• ITU together with UNICEF, GPEVAC, UNESCO, UNODC, WePROTECT Global Alliance, WHO and World Childhood 
Foundation USA released a Technical note on COVID-19 and its implactions for protecting children online, which 
aims to help governments, ICT companies, educators and parents protect children in lockdown. 

• The note states: 

Increased online activity supports children’s learning, socialization and play, but also puts them at heightened 
risk. This includes higher risk for sexual exploitation, bullying, online risk-taking behavior, which may expose 
children to risks of extortion, harassment and humiliation, potentially harmful content, inappropriate collection, 
use and sharing of data and limited child safeguarding online during distance leanring. 

• Recommendations for policymakers, parents, educators, industry & children themselves:

1. Empower children online 
2. Support parents and caregivers to help children stay safe online
3. Provide a safe online learning experience for students 
4. Make online platforms safe and accessible for children 
5. Strengthening national prevention, response and support services. 

https://www.itu.int/en/ITU-D/Cybersecurity/Documents/COP/COVID-19%20and%20Its%20Implications%20for%20Protecting%20Children%20Online.pdf


Agenda for Action: 8 United Nations entities launch roadmap to protect children from violence in response to 
COVID-19

• Following the Secretary General’s policy brief on the impact of COVID-19 on children, the 

UN Inter-Agency Working Group on Violence against Children has put together an Agenda 

for Action. The Agenda for Action is based on the different mandates of the entities involved 

and provides a child rights and multi-sectoral framework for action.

• The Agenda aims to mobilize Governments and other stakeholders around the world in 

defense of social services for children. A global crisis calls for a global response. Solidarity, 

multi-stakeholder cooperation and multilateralism are needed now more than ever.

• The Agenda calls for strong mobilization of governments, bilateral/multilateral donors, civil 

society and private sector to:

- safeguard social protection, health, education and protection of children services;

- ensure children are duly protected and have the possibility to thrive and reach their full 

potential, when this crisis will be over;

- achieve the Goals and Targets of the Sustainable Development Agenda.

19



COVID-19: 7 Key Ways to Keep Children Safe Online at home
S.

N

Key Ways for to keep 

children Safe 

Explanatory Notes

1 Set up parental controls All leading browsers (Google, Safari, Firefox, Bing, Duck Duck Go) include a parental control mode; make sure 

you turn it on, and also check the individual privacy settings on apps and games. Some internet service providers 

and mobile operators provide additional parental control tools, which block or restrict access to certain types of 

content, as well as limiting the amount of time spent on devices. 

2 Talk with your children Talk with your children about online safety and be aware of the online and mobile services they are using. Help 

them understand the importance of managing personal information in the correct way. 

3 Help your children be tech 

ready

Common Sense Media provides advice for age-appropriate apps, games and other platforms. Help children set 

up a strict privacy setting with the e-Safety Guide and check if they know how to report inappropriate content.

4 Stay aware of the online and 

mobile services used by your 

children

Spend time with your children online. Better Internet for Kids recommends that parents check on their children’s 

technology use regularly – find out about what they are doing online, what new tools and apps they might be 

using. 

5 Know how to report problems 

and seek help

When playing online games or using apps children can be exposed to serious risks like cyberbullying and 

grooming. 

6 Create a culture of support so 

that children and young people 

feel comfortable seeking help

Open dialogue and discussion are crucial. Research has shown that many young people are reluctant to speak to 

an adult about a negative online experience for fear of the consequences. 

7 Manage children’s screen time It is important to set boundaries and limits for online activities where possible. Build safe online habits and find a 

balance between online time and other activities.



ITU- WHO –UNICEF  Efforts to defeat COVID-19

 ITU- WHO Issued Joint Statement to join 

forces to defeat COVID-19 to help unleash 

the power of communication technology to 

save lives from COVID-19. 

 This initiative builds on current efforts to 

disseminate health messages through the 

joint WHO-ITU BeHealthy BeMobile initiative.

 ITU-WHO-UNICEF-GSMA reaching out to 25 

countries in Asia- Pacific region using digital 

platforms SMS/ IVR/USSD etc. for reaching 

out to most vulnerable communities who may 

not have access to Internet but to mobile 

phone

 ITU reached out to Member States / 

Regulators and Mobile operators to facilitate 

access of digital platforms to reach out to 

vulnerable communities 



ITU- WEF-WB-GSMA COVID-19 Crisis Response: Digital Development Joint Action Plan and Call for Action

 Objective 1: Increasing bandwidth, strengthening 

resilience and security of networks, and managing 

congestion

 Objective 2: Connecting vital services and 

ensuring the continuity of public services to 

safeguard the welfare of populations

 Objective 3: Powering FinTech and digital business 

models to support the most impacted businesses 

and communities

 Objective 4: Promoting trust, security and safety 

online

 Objective 5: Leveraging the power of mobile big 

data



ITU Initiatives on Addressing COVID-19



ITU and UN Secretary General Partnership on Online Safety 



Stay Connected - Stay Safe & Healthy
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